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“Hi ,  ava. What do I  need to know about the CMMC?”

I ’m so glad you asked! Ser iously.  I f  you’re a Department of  Defense (DoD)
contractor or subcontractor wonder ing about the Cybersecur i ty Matur i ty
Model Cert i f icat ion (CMMC), here’s the bottom l ine:  Get.  The. Cert i f icat ion.

“Whoah, s low down. Do I  real ly need to invest valuable t ime 
and resources into th is r ight  now?”

Ah, you’re thorough. I  should’ve known we had that in common. Al l  
r ight ,  let  me back up and tel l  you why this is so cr i t ical—and where 
to begin.

Remember Your Old Friend NIST SP 800-171? 
These are the cybersecur i ty requirements that government 
contractors and their  subcontractors have been fol lowing since 
2003. The CMMC was recent ly created to enhance this already 
exist ing compl iance, in conjunct ion wi th the Defense Federal  
Acquis i t ion Regulat ion Supplement (DFARS) requirements.  

Why? The government rel ies on you—its contractors—to keep their
Control led Unclassi f ied Informat ion (CUI) secure.  No pressure!
Unfortunately,  there's a good chance you are among the 9 out of  10 DoD
contractors who fai l  compl iance (or 8 out of  those 9 who are deemed
def ic ient  in implement ing basic cybersecur i ty controls) .

What th is means for you is that  i f  you don’ t  get  cert i f ied,  your
organizat ion’s DoD contract  work is on the l ine.  The CMMC is drast ical ly
changing RFI and RFP requirements,  thus impact ing which companies,
contractors,  and subcontractors can be awarded contracts.

a s k  a v a :  
Y O U R  A V A T A R A  A S S I S T A N T



DIY is a no-go.  Unl ike other compl iance assessments,  there is no sel f -
assess opt ion for  the CMMC. Each CMMC award must be provided
through the CMMC Accredi tat ion Body (AB) which wi l l  oversee the
training, qual i ty,  and administrat ion of  the C3PAOs.
All hands must be on deck.  Anyone employed by your company,
including other contractors and/or subcontractors,  must also be
cert i f ied.  Subcontractors,  however,  do not need to obtain the same level
of  c learance as their  pr ime.
I t  only applies to unclassif ied networks. This cert i f icat ion is only
relevant to those that handle,  process, and/or store FCI or CUI.  What
the heck is  considered CUI? No one real ly knows, so i t 's  best to assume
your work fa l ls  in th is category.  The handl ing of  c lassi f ied informat ion
fal ls under di f ferent safeguards. 

Think of the CMMC as a Cybersecurity Software Update
I t ’s  l ike an iPhone software update.  You don’ t  necessar i ly  have to opt in,
and at  f i rst  you won’ t  not ice much of  a di f ference i f  you don’ t .  But soon, as
your apps adapt to the new operat ing system, you’ l l  lose access to many
features—and you’ l l  miss out on new ones.

Simi lar ly,  CMMC is an update that wi l l  have long-term repercussions i f  you
don’ t  obl ige.  This upgraded model is a 5- level  cert i f icat ion program
required for a l l  personnel  handl ing sensi t ive federal  informat ion l ike
Federal  Contract  Informat ion (FCI)  and CUI.  Version 1.0 was released on
January 31, 2020, and as subsequent versions rol l  out ,  more and more
opportuni t ies wi l l  be at  stake. By 2026, the DoD expects al l  contracts to
contain CMMC requirements.  Moreover,  whi le r ight  now the CMMC model is
only appl icable wi th in the DoD, many speculate that i t  wi l l  eventual ly
expand to the Federal  sector.  

Gett ing the CMMC helps to ensure your company’s success and longevi ty.
Needless to say,  i t ’s  worth the investment.  

Let’s Get Technical
I f  you’ve made i t  th is far ,  you understand the urgency to become compl iant
under CMMC. But before you welcome your new best f r iend with open
arms, let ’s look at  the logist ics.  The CMMC is the DoD’s solut ion for
uni fy ing the range of  cybersecur i ty standards that exist  under DFARS,
making i t  easier to enforce a top-down approach over who has access to
sensi t ive informat ion and to l imi t  federal  cybersecur i ty r isk.  So natural ly,
th is f r iendship is not qui te uncondi t ional .

Make or Break Condi t ions:



I t ’s not necessari ly one-and-done. Each cert i f icat ion is val id for  3
years.  But even af ter  you get cert i f ied,  i f  your company exper iences a
secur i ty breach dur ing a contract ,  then you may run the r isk of  a CMMC
re-assessment.  Only under except ional  c i rcumstances wi l l  you lose the
CMMC cert i f icat ion,  but prepared to use this methodology throughout
your contract .
One size does not f i t  al l .  The CMMC accounts for  varying secur i ty
levels as not al l  DoD contracts are the same. Each RFP wi l l  ref lect  one
of f ive levels of  c learance needed to obtain the contract :  

Level  1:  Basic Cyber Hygiene
Level  2:  Intermediate Cyber Hygiene
Level  3:  Good Cyber Hygiene
Level  4:  Proact ive
Level  5:  Advanced/Progressive

“Hold up Ava, th is just  got compl icated. How do I  know i f  my company is
prepared for the appropr iate level?”

Another great quest ion!  Have I  ment ioned how much I  appreciate your
at tent ion to detai l? The cert i f icat ion process, consist ing of  cyber audi ts
and r isk assessments,  can advance over the f ive secur i ty matur i ty levels.
Speak with a CMMC accredi tat ion body to learn the type of  secur i ty
clearance that you require so that you can move forward wi thout any
business disrupt ions.  Hot t ip:  my sources te l l  me that most contracts wi l l
require at  least  Level  3 c learance.  

Get Ready, Get Set…
After you’ve determined the level  of  secur i ty c learance you’ l l  need, a sel f -
assessment test  wi l l  h ighl ight  any areas in a cybersecur i ty program that
need to be addressed before the actual  audi t .  Whi le an analysis could be
done by an in-house IT team, br inging in a th i rd-party consul tant to
conduct i t  can be more ef fect ive.  A consul tant can also help create a GAP
analysis plan to address the problems.

Get Certif ied! 
Once you’re conf ident you have adequate cybersecur i ty protocols in place,
along with the necessary documentat ion,  you’re ready to be assessed by
the CMMC Accredi tat ion Body.



Need Some Guidance?
This al l  may sound a bi t  daunt ing,  so let ’s end on some good news.
Avatara has a plan of  at tack in place. With our CompleteCloud Plat form,
DoD contractors and subcontractors can get Level-3-compl iant  in just  30-
60 days. We're even working wi th approved audi tors to secure an economy
of scale package for our c l ients.  

Al l  th is to say,  don’ t  worry;  success is accessible to al l .  With Avatara by
your s ide, you’ve got th is!  Email  compliance@avataracloud.com to begin
CMMC assessment preparation today.
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